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ENCRYPT A1 KEY WITH B1 KEY 
AND STORE ENCRYPTED A1 KEY 
IN NVRAM IN IN-CAR VIDEO 
UNIT 



EVIDENCE OFFICER INSTALLS A 
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KEY BY TEMPORARY INSERTION 
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IN-CAR VIDEO UNIT USES B2 
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i. ENCRYPTED A1 KEY STORED IN 
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U OFFICER GETS IN CAR AND 
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VIDEO FRAMES AND AUDIO 
DATA CORRESPONDING TO 
EACH VIDEO FRAME ARRIVES 
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IN-CAR VIDEO UNIT 
COMPUTES DIGITAL 
SIGNATURE ON EACH VIDEO 
AND ACCOMPANYING AUDIO 
FRAME 
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ENCRYPT RESULTS 
FROM ENCRYPTION 
WITH A1 KEY 
USING C1 KEY 
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SUITABLE FOR 
THIS APPLICATION 
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ALTERED 
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DECRYPT EACH RECORDED 
VIDEO AND AUDIO FRAME 
SIGNATURE WITH C2 KEY 
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DECRYPT RESULTS WITH 
A2KEY 
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COMPUTE DIGITAL 
SIGNATURE FOR EACH 
RECORDED VIDEO FRAME 
AND THE ACCOMPANYING 
AUDIO USING SAME 
DIGITAL SIGNATURE 
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IN-CAR VIDEO UNITTO 
COMPUTE DIGITAL 
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TRIPLE ENCRYPTION FRONT END, SINGLE ENCRYPTION BACK END 



ENCRYPT A1 KEY WITH 
C1 KEY AND THEN 

ENCRYPT RESULTS WITH 
B1 KEY AND STORE 
RESULTS IN NVRAM IN 
SECURITY SYSTEM 
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SECURTTY SUPERVISOR OR 
SYSTEM INSTALLER 
INSTALLS A NEW TAPE 
AND SUPPLIES B2 KEY BY 
TEMPORARY INSERTION 
OF A KEY CHIP 



I * SECURITY VIDEO UNIT USES B2 
h DESCRYPTION KEY TO DECRYPT 
ENCRYPTION RESULTS STORED 
IN NVRAM AND STORES RESULTS 
IN VOLATILE RAM. 
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C2 KEY BY INSERTING HER 

KEY CHIP INTO PORT IN 
SECURITY UNIT. SECURITY 
VIDEO UNIT USES C2 KEY TO 
DECRYPT RESULTS STORED 

IN VOLATILE RAM FROM 
PREVIOUS STEP AND STORES 
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VOLATILE RAM 
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ENCRYPT DIGITAL 
SIGNATURE ON EACH 

VIDEO FRAME AND 
ACCOMPANYING AUDIO 
USING A1 KEY IN THE 
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CARRY OUT 
PREDETERMINED 
TAMPER PROOFING 
PROTOCOL 
SUITABLE FOR 
MISAPPLICATION 



RECORD ENCRYPTED 
DIGITAL SIGNATURE AND 
UNENCRYPTED VIDEO AND 
AUDIO DATA 
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NO ENCRYPTION ON FRONT END, TRIPLE ENCRYPTION ON THE BACK END 



STORE A1 KEY IN 
NVRAM IN IN-CAR 
VIDEO UNIT 



EVIDENCE OFRCER 
SUPPLIES B1 KEY 
WHEN NEW TAPE 
INSTALLED. B1 KEY 
STORED IN VOLATILE 
3 RAM IN IN-CAR VIDEO 
SYSTEM 
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ENCRYPT RESULTS OF 
B1 ENCRYPTION STEP 
USING C1 KEY 
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DATA 



FIG. 9 



